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1 OBIIME NOJOXEHUSA

[Monmutuka uapopmanmonnoit 6e3onacHoctu I'BJIOY nerckoro cama Ne 77 Ilpumopckoro paiiona
Cankr-IlerepOypra (manee — I'BAOY) ompenmensier 1menu W 3aqadd CHCTEMBbI 00€CIICUCHHS
MH(POPMAIIMOHHON 0€30MaCHOCTH M YCTAHABJIMBAE€T COBOKYMHOCTh MPaBUJ, IPOLEAYP,
MIPaKTUYECKUX MPUEMOB, TPEOOBAHMN M PYKOBOJSIIMX MPUHIUIIOBB 00JaCTH MH(OPMALIMOHHON
6ezonmacuoctn (manee - WbB), xotopeiMu pykoBoacTByrOTCs pabotHukn ['BJAOY mpu
OCYILECTBJIEHUH CBOEH NEATEIBHOCTH.

OcHoBHoli menwto Tlomutuku wHpopManmonHOW Oe3onmacHoctu ['BJIOY  sBisiercs 3amura
nHpopmanuu ['6/IOY nipu ocymiecTBieHHH YCTaBHOM AEATEIBHOCTH, KOTOPAs MPEIyCMaTpHUBAET
NPUHATHE HEOOXOJWMBIX Mep B IENIX 3amuThl HHOOPMAIMH OT CIy4alHOTO WM
MIpeIHAMEPEHHOT0 U3MEHEHUs, PACKPBITUS WM YHUUYTOXKEHUS, a TaKkKe B LEISIX COONIOAEeHUs
KOH(UIEHIIMAIBHOCTH, LEJIOCTHOCTH MU JOCTYNMHOCTH HMHQOpMaluu, oOecnedeHus Ipouecca
aBTOMAaTU3UPOBAHHOW 00pabOTKN JaHHBIX B YIIPABIECHUU.

[Tonutuka uHPOpPMAIMOHHON Oe30macHOCTH pa3paboTaHa B COOTBETCTBUHU CO CIEAYIOIIMMHU
HOPMaTHUBHBIMU JOKYMEHTAMH:

1.®enepanbusrii 3akoHoT 27.07.2006N2149-D3 «O6 nHpopmanuu, MH(OPMaLIMOHHBIX
TEXHOJIOTUSIX U O 3aIlUTe HHPOPMAIIHI.

2.®Oenepanbhblit 3aK0H 0T 06.04.2011 Ne 63-D3 «OO0 >1eKTPOHHOH MTOAITACH.

3.ITocranoBnenne  IIpaButenbcrBa  Poccmiickoit  ®emepammm ot 16.04.2012  Ne313
«O0 yrBepxaeHuu [loyoxkeHrs o TUIEH3MPOBAHUU JESITEILHOCTH MO pa3paboTKe, MPOU3BOJACTRY,
pacnpoCTpaHEeHUI0 IMHU(PPOBAIBHBIX (KPUNTOrpapUUEcKUX) CpelCTB, MHPOPMAIIMOHHBIX CHCTEM
U TEJICKOMMYHUKAIIMOHHBIX CHCTEM, 3alllMIICHHBIX C MCIOJb30BAaHUEM IMIH(POBAIBHBIX
(kpunTorpaduuecKknx) CpPeACTB, BBHIMOJTHEHUIO padOT, OKa3aHHWIO YCIyr B 00JacTu mudpoBaHUS
nHpOpMaIIUK, TEXHUYECKOMY OOCITYXKUBaHHIO MHU(PPOBaTHHBIX(KpUNITOTPpAPHIECKIX) CPEICTB,
MH(OPMALIMOHHBIX CHCTEM U TEJIEKOMMYHHKAI[MOHHBIX CHCTEM, 3alUIIEHHBIX C UCIOJIb30BAHUEM
mupoBaTbHBIX (KpUOTOrpadUIeCKUX) CPEACTB (3a HCKIIOUYCHHEM CIydas, €CIM TEXHHYECKOE
oOcnmykuBaHue MHUGPOBAIBHBIX (KpUNTOrpadUvecKuXx) CpeACTB, HH(POPMAIMOHHBIX CHUCTEM
U TEJICKOMMYHHKAIIMOHHBIX CHCTEM, 3alllMIIEHHBIX C MHCIOJb30BAHHEM MIH(POBATBHBIX
(kpunTorpadUuecKnx) CpEICTB, OCYHIECTBIsACTCS Uil oOecredyeHus: COOCTBEHHBIX HYXK]
IOPUAMYECKOTO JIMIA WIN UHIUBUAYAIBHOTO MPEITPUHUMATEIS ).

4.IlocranoBinenne  IIpaButenbctBa  Poccuiickoit  ®enepanmm ot 01.11.2012  Nell19
«O06 yTBepkIeHMH TpeOOBaHWI K 3allWTe IEPCOHANBHBIX JMJAHHBIX MpU UX 00paboTke
B UH(OPMALIMOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX).

5.I1pukas OAIICHU oT 13.06.2001 Nel52 «O0 YTBEPKIACHUU HNucTpykuun
00 opraHuzanuu U oOecreueHUuu OE30MaCHOCTH XpaHEHHUs, 00pabOTKU U Mepenadyd Mo KaHajam
CBSI3M C UCIOJB30BaHUEM CPEACTB KpUNTOTpaduiecKor 3amuThl HHGOPMALUU C OTPAaHUYECHHBIM
JOCTYIIOM, HE CoJepKalllell CBEJCHH, COCTABISIONINX TOCYIaPCTBEHHYIO TalHY».

6.1Ipukaz  @®Cb Poccum ot  09.02.2005 Ne66  «O6  yrBepxkaenun  IlomokeHus
0 pa3paboTKe, MPOU3BOJICTBE, peal3aliy 1 SKCILTyaTallui MHPPOBATBHBIX (KPUIITOTPAPHUUECKUX )
cpencts 3anuthl nHGpopMarmu (ITonoxennelIK3-2005)».

7.IIpukaz O®CTOK Poccum ot 11.02.2013 Ne 17«00 yrBepxkaeHHH TpeOOBaHMHA O 3aluTe
uH(pOpMalLMK, HE COCTAaBIIOIICH TOCYlapCTBEHHYIO TaiiHy, coJeprkalleiics B ToCylapCTBEHHBIX
MH(POPMAITUOHHBIX CUCTEMAX.

8.Ilpukaz ®CTOK Poccum ot 18.02.2013 Ne 21«00 yTBep»AEHUU COCTaBa M COJEpKaHUA
OpPraHU3alMOHHBIX U TEXHUYECKMX Mep MO O0ecleyeHHI0 0e30MacHOCTH MEPCOHANbHBIX JTaHHBIX
npu ux o0paboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHAIBHBIX JTAHHBIX).

9.Ilpukaz ®CBb Poccum ot 10.07.2014 Ne378«0O6 yrBepxkaenuun CocraBa M COJEpKaHUSA
OpPraHU3aIMOHHBIX U TEXHUYECKUX MEp MO 00eCcrneyeHHI0 0e30MacHOCTH MEePCOHATBHBIX AAHHBIX
npu ux o0paboTke B MHMOPMAIMOHHBIX CHCTEMax IMEePCOHAIBHBIX JaHHBIX C HCIOJIb30BAHUEM
CpeACTB  KpUNTOrpadHuecKol 3amuTbl HMHGOPMAIMM, HEOOXOMUMBIX JUI  BBIMOJHEHUS
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ycraHoBJeHHbIX [IpaBurensctBoM Poccuiickoit @enepanuu TpeOOBaHUM K 3aIMTE NIEPCOHAIBHBIX
JTAHHBIX JUTS K&KIOTO U3 YPOBHEH 3aIIUIIIEHHOCTI».

10.TOCT P 51624-2000 «3ammra wuHbOpMAIMU.  ABTOMATH3UPOBAHHBIE  CHUCTEMBI
B 3alUIIEHHOM HcnioHeHuu. O0mue TpeGoBaHM.

11.TOCTP51898-2002«Acmektsl 6e30macHoCTH. [IpaBuiia BKIIFOUEHUS B CTAaHAAPTHD.

12TOCT P 50.1.056-2005 «Texnuueckas 3ammra wuHpopMmarmu. OCHOBHBIE TEPMHHBI
U OTIpEACTICHUS.

13.TOCT P HMCO/MDBK 27001-2006 «HubopmanmoHHast TeXHOJOTHS. MeTomsl W CpencTBa
6e3omacHocT. CuCTEeMbI MEHEDKMEeHTa HH(pOopMamonHoi 6e3onacHocTh. TpeboBaHMsD».

14.TOCT P 50922-2006 «3ammura napopmanui. OCHOBHBIE TEPMUHBI M OTIPEICTICHUS.

15TOCT P 51275-2006 «3Bamurta wuapopMamuu. OObekT wuHPopMaruzamuu. DakTOpHI,
BO3/IeHCTBYIOIMKE Ha HHGopMarmio. OOIIre MOT0KEHUSD.

16 TOCT P HMCO/MBK TO 13335-5-2006 «HMHpOpManmoHHAS TEXHOJOTHSA. METO b
U cpencTBa obecrieueHus 6e3omacHocT. YacTh 5. PyKOBOJACTBO MO MEHEHKMEHTY O€30MacHOCTH
CeTH».

17.T0CT P NCO/TO 13569-2007 «DuHAHCOBBIE YCIIYT'H. Pexomennanmn
110 UHPOPMAIIMOHHOM O€30MacCHOCTH.

18.TOCT P HMCO/MDBK 27005-2010 «HpopManmoHHass TEXHOJOTHS. METONBI H CpelCTBa
obecrieuenus 0e30mMacHOCTH. MeHeKMEHT prcka HHPOPMAIIHOHHON 0€30TTaCHOCTH.

19.T0CT P HNCO/MDBK 27004-2021 «HpOopMaMOoHHAs TEXHOJOTHS. METONbl W CpelcTBa
obecrieueHus 0e30MacHOCTH. MeHEeKMEHT HH(OpMAIMOHHON 6e30macHoCTH. MOHHUTOPHHT,
OIICHKA 3aIlUIIEHHOCTH, aHAJIU3 U OLICHUBAHUEY.

20.OCT P 51897-2021 «MeHeDKMEHT pucka. TepMHHBI ¥ OTIPEICIICHUSD).

21.TOCT P 52069.0-2013 «3amura nadpopmanun. Cucrema ctanaapToB. OCHOBHBIC TIOJIOKECHHUS.
22 Konnenmuss WHPOPMAIMOHHON O€30MMaCHOCTH HCIIOJHUTEIBHBIX OPraHOB TOCYIapCTBEHHOU
Brnactu Cankr-IlerepOypra ot 20.02.2023.

Hacrosmas [Tonutuka aBisieTcss AJOKYMEHTOM, ONPEIEISIOINM HAPABJICHUS ACSITEIIBHOCTH
B oOmactu oOecrniedeHuss HWHGOPMAIMOHHONW  O€30MacHOCTH M TPEIACTaBIseT  coOOM
CUCTEeMAaTHU3UPOBAHHOE M3JI0KEHHE 1IeNiel U 3a/1a4 WH(POPMAIIMOHHON 0€30MacHOCTH, KaK OJHO WU
HECKOJIBKO MpaBWJI, NPOLEAYpP, MPAKTUYECKUX NMPUEMOB U PYKOBOJAIIMX MPUHILUIOB, KOTOPBIMU
pykoBojactByercss ['BJIOY, a Takke OpraHuM3alMOHHBIX, TEXHOJOTHMYECKHUX M MPOLETYPHBIX
acrnekToB o0ecrnieueHus: UHHOPMAITMOHHON OE30M1aCHOCTH.

[Tonoxenust  wHactosmeil [lomuTukum He  pacmpocTpaHsloTcs Ha  obOecriedeHue
nH(OpPMaLMOHHON OE30MaCHOCTH CBEJICHH, COCTABIIAIOIINX FOCYAapCTBEHHYIO TalHY.

OcHoBHOM 3amaueid B o6Omactu wuH(opmanuonHoit Oe3zonmacHoctd ['BAOY mnpusnaer
COBEPIICHCTBOBAHUE MEp U CPEACTB oOecredeHus 3amuThl WHGOpPMaUUU UHGOPMAITUOHHBIX
pecypcoB I'BJIOY B koHTekcTe pa3BuTUsl 3aKOHojAarenbcTBa Poccuiickoit dexepauuu U HOpM
perynupoBaHusi UH(GOPMAIMOHHON MAEATEIbHOCTH B TEKYIIMX YCIOBUAX (YHKIIMOHUPOBAHUS
MH(OPMALMOHHOTO TOJIS.

[Tpu pa3pabotke [IoTUTHKN YyUYUTHIBAINCH OCHOBHBIE IPUHIIUIIBI CO3JAHHS CUCTEM 3aIUThI
uHGOpMAllMK,  XapaKTePUCTUKU M BO3MOXKHOCTU  OPraHM3aLMOHHO-TEXHUYECKHX  Mep
Y COBPEMEHHBIX MPOTPAMMHBIX H allllapaTHO-MIPOrPAMMHBIX CPEJICTB 3aIUTH HHPOPMAIIIH.

B pamkax cBoeit nesrensHoctu ['BJIOY 006s3yercs nmpeanpuHUMaTh BCe BO3MOXKHBIE MEPbI
JUIS 3aIIUTHI HH(POPMALIUU OT Yrpo3 0€301acHOCTH HH(POPMAITUH.

TpeboBanust MHPOPMALMOHHONW OE30MACHOCTH, COOTBETCTBYIOT LEJISAM JIESTEIbHOCTH
I'BIOY u npeaHazHavyeHbl U CHUKEHUS PUCKOB, CBA3aHHBIX C peain3alueil yrpo3 6€30nacHOCTH
uH(pOpMaIUH.

IonmuTtuka nocrynHa Bcem padotHukam I'6/IOY u BceM mop30BaTessiM €ro pecypcos.



2 TIEJIA U 3AJIAYYA OBECIIEYEHUS TH®OPMAIIMOHHOMN BE3OITACHOCTH

Cy0bexThl HH(POPMALMOHHBIX OTHOIICHHUH

Cybwekramu mipu obecriedueHnn nHpopmanuonHoi 6e3omacuoct B 'BJIOY sustroTes:

pabOTHHUKH CTPYKTYPHBIX IMOJPA3eNICHH (B TOM YUCIIE YBOJICHHBIE);

rpaxaaHe, paboTaromue Mo JOTOBOpaM I'paXkIaHCKO-TIPABOBOTO XapaKTepa;

¢busnveckue uia, noaasmure odpamienne B aapec Komurer;,

IOPUINYECKUE JIMIA, B PAMKaX HCIIOJHEHUS JOTOBOPHBIX 00S3aTEIBCTB MIIM BO HMCHOJIHEHUU
TpeOOBaHUI CO CTOPOHBI 3aKOHOIaTeNIbcTBa Poccuiickoit Deneparuu;

Oprasbl TOCYJJapCTBEHHO! BJIACTH.

O0beKkThI HH(POPMALIMOHHBIX OTHOIICHUI

O6bexkTamMy HH)OPMALIMOHHBIX OTHOIIEHUH SBJISIOTCS:

nHpopmanronusie pecypcsl I'5/10Y;

rocylapcTBeHHble  MH(pOpMaluoHHble  cucTeMbl — OmepaTtopoM  KOTOPBIX  SIBJISIETCA
I'BAOY;

mpoueccel  00paboTku  uHGopmamuu B uHpopMmauumoHHbIX  cucreMax ['BJIOY,
MH(OPMAallMOHHBIE TEXHOJIOTMH, pErJIaMeHThl W MpoueAypbsl cOopa, 00pabOTKH, XpaHEHUs
U nepenadu nHhopMaluu;

nHpopmalvoHHas HMHQPACTPYKTypa, BKIIOYalOImIas CUCTEMbl 0OpaOOTKH, XpaHEHHUS
U aHaJM3a UHQOpMaINU, TPOrpaMMHBIE U IPOTrpaMMHO-aNapaTHbIE CPEICTBA, B TOM YHCIIe KaHabl
CBSI3M U TEJIEKOMMYHHKAIIIH;

CUCTEMBI M CPEJICTBA 3aIIMThl HH(POPMALIUU, OOBEKTHl U MOMEIIEHUS, B KOTOPBIX pa3MelIeH bl
cpeacTBa 00pabOTKH HHPOPMAITIH.

esn o0ecnieyeHust UHGOPMALMOHHOM 0€30MMACHOCTH

OcHoBHOHM T1eTBI0  OOecnedeHus: wuHpopmarmonHo Oe3zonacHocT ['BJIOY  sBustoTCst
NeMCTBUS HaIlpaBJIeHbl Ha JOCTHKEHHME 3aIIUThl CyOBEKTOB HH(OPMALMOHHBIX OTHOIIEHUU OT
BO3MOXHOTO HAaHECEHHUS MM MaTepualbHOro, (U3MYECKOTO, MOPAJIBHOTO WJIM HHOTO YyiiepOa,
MOCPEJCTBOM  CIY4alHOrO WM  MIpeJIHAMEPeHHOro  BO3JeMcTBHS  Ha  UMHGOpPMAIUIO,
B TOM YHCIJIE:

ObecnieueHus OTKa3 0 YCTOMYHUBOTO (GyHKIIMOHUPOBAHUS MIPOrPaMMHBIX
U annapaTHo — nporpamMmMHubIx cpeAcTB 'BJIOY u npenocTaBisgemMbIXx CEpBUCOB;

coONIOfICHHUsST TPABOBOTO pEXHMa HCIOJB30BAHUS MACCHUBOB M CPEICTB 0OpabOTKHU
nHpopMmaluu;

MpPEeIOTBPAIllEHUS] pealu3aluud yYrpo3 0e30macHOCTH HWHGOPMALUKU MPH OCYIIECTBICHUU
nesteapHoctu I'BJOY.

3anayu odecnevyeHus MHPOPMAIMOHHON 0€30IIACHOCTH

Hoctmxenue neneit oobecredennst UHGOPMAMOHHON 0€30MaCHOCTU U CBOMCTB MH(OpMaIH,
I'BJAOY pemiaercs cieaymuMu 3a1a4amMu:

3alUThl OT HECAHKIIMOHUPOBAHHOTO JTOCTYMA K HH(POPMAIIMOHHBIM pECYpCaM;

pasrpaHUyeHus OCTYyIa MOJb30BaTele K MHPOPMAIIMOHHBIM, anmapaTHbIM, MPOTPAMMHBIM
Y UHBIM pecypcam;

perucTpali M NEPUOJAMYECKOTO KOHTPOJIA JCWCTBUI TMOJIb30BaTenei mpu o0paboTke
3anumaeMoi HHGopMaIy U NepUOIUUECKUIl KOHTPOJIb KOPPEKTHOCTH UX JAEHCTBUIH;

KOHTpPOJISl LEJIOCTHOCTH CpEeIbl HCIOJHEHUS IPOrpaMM M €€ BOCCTAaHOBJICHHE B Ciydae
HapyllIeHus,

oOecrieyeHUss ayTeHTU(UKAUM W HACHTU(UKAUU  [OJIb30BaTeNe,  Yy4acTBYIOLIMX
B MH(OPMALIMOHHOM 0OMEHe;

obecrieueHus HCIIPaBHOCTHU IIPUMEHSIEMBIX B MH(POPMALIMOHHBIX cucTeMax
I'BAOY cpencts 3amuThl HHGOPMAIIUH;

CBOEBPEMEHHOTO BBISBJICHHE HCTOYHHUKOB YIrpo3 0€30macHOCTH WHGPOpPMAalUY, NPHYUH
U YCIOBHH, CHOCOOCTBYIOIIMX  HAHECEHHIO  yliepbda  3auHTEpECOBAHHBIM  CyOBbEKTaM
MH(POPMALMOHHBIX OTHOLICHUH;



CO3/IaHUEM CIIY>KObI MOHUTOPHUHIA M pEarupoBaHUs Ha yrpo3bl 0€30MAaCHOCTH MH(POPMALUU
U HETaTUBHBIE MOCIEICTBUSA;

CO3/IaHUEM YCIIOBHH JUIsi MUHUMHU3AIMH HAHOCUMOTO yIepOa HepaBOMEPHBIMH JICHCTBUAMM,
Y YCTpaHEHUE MOCIICCTBUI HapyeHUs HHGOpMaMoHHOH O6e3omacHocT B KoMuTer.

Pemenue Brimenepeuricienssix 3a1a4 B 'bJIOY ocymiecTBiasieTcss 1ocpeacTBOM:

ydeTa BCeX MOJIJISKAIINX 3aUTe HHPOPMALIMOHHBIX PECYPCOB;

perizaMeHTanuu mporeccoB o0paboTku wmHbopMmanuu, aeWictBuil padotHukoB ['BIOY,
OCYILECTBISIOUIUX IKCILTyaTalMI0 MPOTPAMMHBIX U IPOIPaMMHO-AIIAPATHBIX CPEJICTB, HA OCHOBE
YTBEP)KJICHHBIX OPTaHU3allMOHHO-PACTIOPSIUTEIBHBIX JOKYMEHTOB II0 3aIluTe WH(POpPMAINH,;

HA3HAYEHUS U MOJATOTOBKON pabOTHUKOB, OTBETCTBEHHBIX 332 OPTaHU3ALUIO M OCYLIECTBICHHUE
MeponpusATHii 1o obecnieueHnro nHGopmaonHoi 6e3onacaoct B 'BJIOY;

HaJIeICHUS] KaXXJOoTro palbOTHHKAa MHUHUMAJIbHO HEOOXOJMMBIMU TIpaBaMu TNpu padore
B MH(OpMALMOHHON MH(PPACTPYKTYPE COTIIACHO UX JTOJKHOCTHBIM 00SI3aHHOCTSIM;

coOroieHNs BCeMU paOOTHUKAMH, 3KCILTyaTUPYIOIIUMU U OOCITYKMBAIOIIMMH [TPOrPAMMHBIE
U OporpaMMHO-alapaTHble  CpeACcTBa, TPeOOBaHMM  OpraHU3alMOHHO-PACIOPSIUTEIbHBIX
JOKYMEHTOB 10 BOIpocam obecreueHusi HHPOPMaIlMOHHOM 0€3011acHOCTH;

MEPCOHAIBHON OTBETCTBEHHOCTHIO KaXKIOr0 paOOTHHKA 3a CBOU JIEHCTBHUS, YYacCTBYIOIIETO
B paMKax CBOMX (PYHKIIMOHAIbHBIX O0S3aHHOCTEH B Mpolleccax aBTOMAaTH3MpPOBAaHHOW 00pabOTKH
nH(OpPMAaLIMK U UMEIOIIET0 JJOCTYII K pecypcaMm HH(POPMAIIMOHHBIX CUCTEM;

peanu3anue TEeXHOJOTUYECKHX MPOIECCOB 00paboTKM WHOOpPMAIMK C HCIOJb30BAaHUEM
KOMIIJIEKCOB ~ OpPraHM3allMOHHO-TEXHUYECKUX MEp  3alluThl MPOrpaMMHOro  oOecreueHus,
MIPOrpaMMHO-aNMapaTHBIX CPEJICTB;

NPUHATHS Mep M0 oO0ecnedyeHnuto (QU3NYECKOH LEJ0CTHOCTH IMpPOrpaMMHO-aNNapaTHBIX
cpeactB MH(GOPMALMOHHBIX CHCTEM W MOJAJEpX)aHUEM HEOOXOAMMOIO YpPOBHS 3allMIICHHOCTH
KOMIIOHEHTOB;

WCIOJIb30BAHUS MTPOTrPAMMHBIX M MPOTPAMMHO — alllapaTHBIX CPEICTB 3alUThl HH(OpMaLUU
obpabatsiBacmMoM B ' BJIOY 1 anMUHUCTPAaTUBHON MOICPKKON WX MCTIOJIb30BAHUS,

KOHTpOJISI ~ COOMIONIEHUs  TOJB30BaTesIMH  MHGOPMAIIMOHHBIX  CHUCTEM  TpeOoBaHUI
o obecreueHn0 HHPOPMAITMOHHON 0€30TIaCHOCTH;

npoBe/ieHus1 aHanu3a 3pPEeKTUBHOCTH MPUHATHIX MEp 3alIUTHl HHPOPMAIIUU U TPUMEHSIEMBIX
cpencts 3anuThel nHGopMarmu B 'BJIOY;

pa3paboTKU U peanu3aluyd MPeIIoKEHUH IO COBEPUICHCTBOBAHMIO CHCTEM 3alllUThI
nndopmanuu B '6JIOY.

3 NPUHIMUIIBI OBECHEYEHUSA TH®OPMAIIMOHHOM BE3OITACHOCTHU

Obecneuenre MHGOPMAMOHHONW 0€30IaCHOCTH, JOJKHO OCYLIECTBIATHCS B COOTBETCTBHU
CO CIEAYIOIIMMH OCHOBHBIMU IIPUHLIUIIAMMU:

IIpuHOMI 3aKOHHOCTH

[Ipu BBIGOpE MeponpusATHH MO 3auuTe MH(pOPMALMU, JOJDKHO coONoaThes JieiicTByroIIee
3akoHoaTenbcTBO Poccuiickoit denepanuu B chepe 3amuThl HHPOPMALIKU.

Bce pabGoTHUKHM OJKHBI MMETh MpEACTaBIeHUE 00 OTBETCTBEHHOCTH 3a IMPAaBOHApYIICHUS
B cepe 3amutel uHopmaruu. [IporpamMmmHo - anmapatHele cpencTBa, npumensemsle B I'BJIOY,
JOJDKHBl MUMETh COOTBETCTBYIOIIME JIMIEH3MH, O(UIIMAIBHO MPHOOpETAaThCs y MpelcTaBUTENeH
Pa3pabOTYMKOB ITUX CPEJICTB WU SIBIATHCS MHTEIUIEKTYaabHOU coOcTBeHHOCThI0 ['BJIOY.

IIpyHIUN CHCTEMHOCTH

IIpu co3gaHum cucCTEMBbl 3alIUThI TOJDKHBI YUUTBHIBATHCS aKTyalbHbIE YIpo3bl 0€30MaCHOCTH
uHpOpMalY, BO3MOXHbIE OOBEKTHl M HANpPaBICHUs aTaKk Ha HEEe CO CTOPOHBI HapYIIUTEJNEH.
Cucrema 3alUTBl JOJDKHA CTPOUTHCA C YYETOM HE TOJBKO M3BECTHBIX KaHAJIOB YTEUKU
uHbOpMAlMK, HO U C YYETOM BO3MOKHOCTH IOSIBIEHUSI HOBBIX YS3BUMOCTEH B IPOTrPaMMHOM
o0ecreueHHH.

IpuHIUN KOMIIEKCHOCTH



KomMrekcHoe MCIosIb30BaHne CPECTB 3alIUThl HHPOPMAIIMU TPEIoIaraeT CoriiacoBaHHOE
MPUMEHEHHE TIPU MOCTPOSHUH IIEIIOCTHONW CHCTEMBI 3allIUTHI, IEPEKPHIBAIOIIEH BCE CYIIECTBCHHBIE
yrpo3bl 06e30macHOCTH MH(pOpMAIMH. 3aluTa J0JDKHA CTPOUTHCS JIIENOHMpOBaHO. Dusndeckas
3aIuTa J0JDKHA 00ecTieunBaThes (PU3MUECKUMU CPEICTBAMHU M OPraHU3AMOHHBIMU MEPAMH.

[Tpu mocTpoeHNH, BHEIPCHUH W IKCIUTYaTallud CHCTEMBI 3aIIUTHI HHPOPMAITUU PYKOBOICTBO
I'BAOY ob6ecnieunBaer ycnoBus Mg S((OEKTUBHOW KOOpAWHAIMU JACUCTBUH BCEX JIMII,
obecreunBarOMX HHPOPMAITUOHHYIO 0€30MMaCHOCTD.

IpuHIMI CBOEBPEMEHHOCTH

PazpaboTka cucTeMbl 3amyThl WHGOPMAIUK JIOJDKHA BECTHUCH MAapaJUIETBHO C Pa3pabOTKON
U MHPOPMALMOHHOW  CHUCTEMBL. IJTO  TMO3BOJHT  y4ecTh TpeOoBaHUS  0Oe30macHOCTH
IpU TMPOCKTHPOBAHWH aPXUTCKTYpPhl M, B KOHEYHOM CUeTe, co37aTh Oojiee 3(P(EeKTUBHBIC
MH()OPMAIMOHHBIE CUCTEMBI, 00JIAAI0IINE JOCTATOYHBIM YPOBHEM 3alTUIIICHHOCTH.

IpuHIMI NpeeMCTBEHHOCTH

[TocTosIHHOE COBEPIICHCTBOBAHUE MEp W CPEIACTB 3alUThl WH(OpPMAIMKH Ha OCHOBE
MIPEEeMCTBCHHOCTH OPTraHU3alMOHHBIX W TEXHWYECKUX PEIICHUH, KaJpOBOTO COCTaBa, aHAIN3a
(YHKIIMOHUPOBAHUS WH(POPMAITMOHHBIX CHCTEM W CHCTEMBI €€ 3allUThl ¢ Y4eTOM HW3MCHECHUU
B METOJIaX W CpEJICTBax IepexBata HH(POpPMAIMK, HOPMATHBHBIX TPEOOBAHWUN IO 3allHUTe
uH(popMaLnH.

IIpuHIMN 10CTATOYHOCTH

CooTBeTCTBHE YPOBHS 3aTpar Ha obOecrieueHrne HHYOPMAITHOHHOW 0E€30MMaCHOCTH M IIEHHOCTH
WH(OOPMAMOHHBIX PECYpCOB Ha BEIMYMHY BO3MOXKHOTO yiIepbda OT WUX pas3rJalicHus,
VHUYTOXCHHS U UCKaXeHHS. Vcrosib3yeMble MEphl ¥ CpeACTBa 3alIUThl HH(POPMAIMK HE JTODKHBI
YXYAIMIATh 3PTOHOMUYECKHE ITOKA3aTeI KOMIIOHEHTOB HH()OPMAIIMOHHBIX CHCTEM.

IIpuHUMI OTBETCTBEHHOCTH

Bo3snoxeHne oTBETCTBEHHOCTH 3a o0ecredeHrue 0e30macHoCcTH HHPOopMaIiK U €e 00paboTKH
Ha KaXJOro pabOTHUKa B Mpejaesax ero MoJHOMOYui. B COOTBETCTBHMHM € 3TUM NPUHIUIIOM
pacmpesiesieHde mpaB U 00S3aHHOCTEH pPaOOTHHKOB CTPOUTCS TaKUM 00pa3om, 4TOOBI B ciydae
000T0 HapyIIEHUs ObUT U3BECTEH HAPYIITUTEb.

IIpuHIUN 000CHOBAHHOCTH M TEXHUYECKOH peain3yeMoCTH

NudopmanrionHbie TEXHOJIOTUH, IPOrPaMMHBIE U IPOTrPAMMHO-allllapaTHBIE CPEJICTBA, MEPHI
3amuThl MHGOPMAIIMU JTOJDKHBI OBITh pealr30BaHbl MO COBPEMEHHBIM pEIIeHUSM, 0OOCHOBAHBI
C TOYKU 3PEHHUs JOCTHKEHHS 3aJaHHOTO YPOBHS 3alUIICHHOCTH MHGOpPMAIMU U 3KOHOMUYECKON
1enecooOpa3HoCTH, a TaKKe COOTBETCTBOBATH YCTAHOBIEHHBIM HOpMaMm U TpeOOBaHUSM
1o 6e30macHOCTH HH(POPMAIIHH.

IMpuHuun npogeccuoHaauzma

Peanuzanuss Mep 3amuThl MHPOPMAIMM W SKCIUTyaTallsl CPEACTB 3allUThl HH(pOpMaH
JOJI’KHA OCYIIECTBIATHCA MPO(PECCHOHATBHBIMU CIIEUATHCTAMU.

[IpuBneueHue crnenuaIu3upPOBAHHBIX OPraHU3AIMM K pa3pabOTKe CPECTB U pealn3aluu Mep
3aIUThl UHPOPMAIMH, MOATOTOBIEHHBIX K KOHKPETHOMY BHJy AEATEIBHOCTH MO 0OECIIEYCHHIO
0€30MacHOCTH MH(POPMAIIMOHHBIX PECYPCOB, UMEIOIIUX OMBIT MPAKTUYECKONW pabOThl U JHUIIEH3UH
Ha TIPaBO OKa3aHUs YCIYT B 3TO# o6sacTu.

IpyuHIMN MUHUMHU3ALMU NPUBUJICTHH M0Jb30BaTe el

ObecrieyeHre MoJIb30BaTENeH MPUBIICTHSIMU MUHUMAIBHO JIOCTATOYHBIMH TSI BBITIOJTHEHUS
MMU CBOMX JOJDKHOCTHBIX 00si3aHHOCTel B KomuTer.

4 OCHOBHBIE TPEBOBAHMUS 110 3AIIIMTE NH®OPMALIMU
OI'PAHUYEHHOTI'O JOCTYIIA

Cucrtema 3amutbl MHOOPMAIMKM JOJDKHA TPEAyCMaTPUBATh KOMILUICKC OpraHU3allMOHHBIX,
MPOrPaMMHBIX M TIPOTPAMMHO-aNapaTHBIX CPEACTB M Mep IO 3aluTe MHQOpMaIuu B MpoIrecce
ee 00paboTKH.

BrinonHeHne TpeOOBaHMI JTOCTUTAETCs 3a CUET pealiu3allii Ha 00beKTaxX MH(POpMATHU3AIIUU
Mep M0 3aI[UTe UHPOPMALIUH:



UACHTU(DHUKAINN U ayTeHTU(DHUKAIMHA CyObEKTOB JOCTYNA U OOBEKTOB JIOCTYIIA;

YIIPaBJICHUIO IOCTYIIOM CYOBEKTOB JIOCTYIA K 00BEKTaM J0CTYIIA;

OTPAHHYCHUIO ITPOTPAMMHON CPEJIBI;

3aIUTe MAMIMHHBIX HOCUTENICH EPCOHAIBHBIX TAaHHBIX;

perucTparuu coObITHI 0€30MaCHOCTH;

AHTUBHUPYCHOU 3aLIUTE;

0OHapYKCHHUIO BTOPKCHHIA,

KOHTPOJTIO (aHAJIM3Y) 3alIUIIEHHOCTH MEPCOHATBHBIX IAHHBIX;

00eCTIeYeHHIO LIEIOCTHOCTHA MH(POPMALIMOHHOW CUCTEMBI U TIEPCOHANIBHBIX TAHHBIX;

00eCTIeYeHHIO JOCTYITHOCTH IMEPCOHANBHBIX JTAHHBIX;

3aIUTHI CPEJIbl BUPTYATH3AIUY;

3aIUTHI TEXHUYECKUX CPEJICTB;

3aIUThl THOOPMAIIMOHHON CUCTEMBI, €€ CPEJICTB, CHCTEM CBSI3H H TIEPEIavun JaHHBIX;

BBISIBJICHUIO UHITMICHTOB M pEaripOBaHKE HA HHUX;

VIpaBleHUI0  KoH(pUTrypamueld WHOOPMAIMOHHOW CHCTEMbI ¥ CHCTEMBI  3alUTHI
MEPCOHATBHBIX TAHHBIX.

I'BAOY, kak obGnamatenh WHPOPMAUMM OTPAHUYCHHOTO JIOCTYIA, MPHU OCYIIECTBICHUU
CBOMX ITpaB 00s513aHO:

cOOIIOTIaTh TTpaBa U 3aKOHHBIE WHTEPECHl HHBIX JIHIL;

MIPUHUMATh HEOOXO0IMMBIC MEPHI 110 3aIUTe HHPOPMAITUH;

OTPaHWYMBATH JOCTYl K HWHPOpPMAIWH, €CIH Takas OOsS3aHHOCTh YCTaHOBJICHA
3akoHo1aTenbcTBOM Poccuiickoit denepanui.

B tom wumcne I'BJIOY, BmpaBe eciu HWHOE HE MNPEAYCMOTPEHO 3aKOHOAATEIIHCTBOM
Poccuiickoit denepanuu:

paspemiath WM OrpPaHMYHMBATh JOCTYH K HH(OpMAalMH, OMPENENATh MOPSIOK U YCIOBUS
TaKoro JI0CTYIa;

HCI0JIb30BaTh HH(OPMALIMIO, B TOM YHCIIE PACIIPOCTPAHSTH €€, [I0 CBOEMY YCMOTPEHHUIO;

nepenaBaTth HMHQGOpPMAIMIO JAPYTMM JMIIAM Ha YCTAHOBJIEHHOM 3aKOHOJATeIbCTBOM
Poccuiickoit ®enepaiiuy 0CHOBaHUY;

3alUIIaTh YCTaHOBICHHBIMU 3aKOHOAATeNbcTBOM Poccuiickoii @enepanuu cnocodaMu CBOU
npaBa B Cilydae HE3aKOHHOIO MOJydeHHs WH(OPMAlMU WM €€ HE3aKOHHOIO HCHOIb30BaHHS
MHBIMH JIUI[AMU;

OCYILIECTBISThUHBIEICHCTBUSCUH(OpMAIMEHIIINPA3PEIIaThOCYIIECTBICHUETAKUX JCHCTBHIM,
€clii  3TH  JeWcTBUS ~ He  mOpoTuBopedar  deAepalibHbIM ~ 3aKOHAM U JAPYrUM
HOPMAaTUBHO-TIPABOBBIM akTaM Poccuiickoi denepanuu.

3amuTta HWHQOpPMAIMM  OTPAHUYEHHOTO JIOCTyNa MpEACTaBiseT co0oil  mpuHATHE
OpraHU3aI[MOHHBIX U TEXHHYECKUX Mep, HalPaBIECHHBIX Ha!

cobnrofeHrne KOH(MUICHIMATFHOCTH HHpOpMAIUK (MCKIIOYEHHE HEMpPaBOMEPHOTO JOCTYIIa,
KOIMHMPOBAHUS, IPEIOCTABIICHUS I PACIIPOCTPAHEHU UHPOPMALIUHN);

obecrneyeHne eN0CTHOCTH NHPOpMaIuu (UCKIII0UEHUE HEMPAaBOMEPHOTO YHUYTOKEHUS
WU MOAU(HUITUPOBAHUS UH(OPMAITIH);

pealn3anuio IpaBa Ha JOCTYI K HHPOpMAIH (MCKIIOYEHHE HeITPaBOMEPHOTO OJIOKHPOBAHUS
uHpOpMaIUN).

Cpencrta 3amuThl HHGOPMALIUKA BHEAPSIOTCS MO pe3yabTaTaM IMPOBEIEHUSI OIEHKHA PUCKOB
MH(POPMAIMOHHOM 0€301MacHOCTH.

Opranunsanus 3amuThl HHGOPMALHMHT

IIpu opranmszaumu B I'BJIOY 3ammutsl MHGOpMAIMK, TOKHBI BBITOIHATHCS TPeOOBaHHS
@enepanbHoro 3akoHa oT 27.07.2006 Nel49-03«06 wuHpopmanuu, HHGOPMAIMOHHBIX
TEXHOJOTUSAX W O 3alluTe HHPOPMALUN», KOTOpPbIE PETyIHpPYIOT OTHOIICHHUS, CBSI3aHHbBIE
C YCTaHOBJICHHEM, U3MEHEHHUEM U MPEKpallleHueM pexruMa o0paboTKU 3aluimaeMoil HHGopMaIuH.
B ToM umncne TpeGoBaHMs 0 3ammTe MHGOPMAIMK, HE COCTABJIAIOUICH TOCYAapCTBEHHYIO TalHY,
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coJiepKaleiics B TOCYIapCTBEHHBIX HWH(POPMALMOHHBIX CHCTEMaxX YTBEP)KICHHBIC IPHUKA30M
OCTIK Poccun ot 11.02.2013 Ne 17 «OO6 yrBepx)aeHUN TpeOoOBaHMIA O 3amuTe WHGOpPMAINH,
HE  COCTaBJSIOIIEM  TOCYAapCTBEHHYIO  TallHy,  coOJepJKalieiics B TOCyAapCTBEHHBIX
MH(GOPMAIMOHHBIX CHUCTEMax» JUIi TOCYAAPCTBEHHBIX WH(OPMAIMOHHBIX CHUCTEM IO KOTOPBIM
I'BAOY sBnsercs Oneparopom.

B I'BIOY nmoMumo peanu3ainuyi OCHOBHBIX Mep 3allUThl HHPOPMAITUU OCYIIECTBIISICTCS

perynsipHass  OlEHKa W  yIOpaBJIeHWE pHCKaMH  HH(DOPMAIMOHHOW  Oe301acHOCTH
B COOTBETCTBUU C YCTAHOBJIEHHBIMHU IIPOLIEAYPAMHU B 00JIACTH YIIPABIICHUS PUCKAMU;

WH(POPMHUPOBAHHE, 0o0yueHue U HOBBILICHHE KBaJTM(PUKAIINN paboOTHUKOB
I'BAOY B chepe nHPOpMAIIMOHHON OE30TTACHOCTH;

METOJMYECKasi IOMOIIb pPa0OTHHUKAM B BOMpocax oOecrnedeHus WHPOPMALUOHHON
0e30I1aCHOCTH;

aHaJIU3 U MMOUCK BO3MOKHOCTEN IO MOBBILIEHUIO YPOBHS 3aIlIMILIEHHOCTH UH(DOPMALIHH.

Jlna opranuzanuu 3amutel nHGopmanuu, ['BJIOY BhpaBe npumeHSTh CpeAcTBa U METOJbI
TEXHUYECKON 3aluThl, NOpPEeINpPUHUMATh Jpyrue, HE NPOTHUBOpPEYAIUE 3aKOHOJAATEIbCTBY
Poccuiickoit denepanuu, Mepsl.

B pamkax oOecnieuenus 3amuThl HH(GOPMaLMY, B paMKaxX TPYAOBBIX OTHOLIEHUH HEOOXOAUMO
03HAaKOMHTb MOJI POCHHUCHh PAOOTHUKOB, IOCTYH KOTOPHIX K MH(GOPMAIMN OTPaHUUEHHOTO JOCTYIa,
HE0OXO0IUM JJIsl BBIIMOJHEHUS UMHU CBOUX JIOJDKHOCTHBIX OOS3aHHOCTEH, ¢ mepeuyHeM HH(pOpMaIu
OTpaHUUYEHHOT0 JIocTymna, U npuHATeIMU B 'BJIOY Mepamu 3amuTsl nHGOpMauu.

Oco0eHHOCTH 3aIMTHI MEPCOHAILHBIX JAHHBIX

IIpn opranuzamuu oOpaboTku B KomuTeT mnepcoHaIbHBIX JAHHBIX HEOOXOAMMO
PYKOBOACTBOBaThCs  TpeboBanmsimu  DenepanbHoro 3akoHa oT  27.07.2006  Nel52-®3
«O mepcoOHaNBHBIX JAHHBIXY.

[Tepedens mep, BeIMOTHEHUE KOTOPhIX oOecnieunBaeT ' BJIOY

HazHaveHue B ' BJIOY oTBeTCTBEHHOTO 3a OpraHu3aIuio 00padOTKU EPCOHATIBHBIX TaHHBIX;

pa3paboTKy TOKYMEHTOB, ONPEICIISIONINX TPaBujia B OTHOIICHHH 00pabOTKH TEPCOHATBHBIX
nauHbIX B 'BJIOY, noKkanpHBIX aKTOB 1O BOIIPOCcaM 00paOOTKU MEPCOHAIBHBIX TaHHBIX,

MPUMEHEHHE OPraHM3allMOHHBIX U TEXHUYECKUX Mep Mo olecrneueHuro 0e30macHOCTU
MEPCOHANIBHBIX JaHHBIX B COOTBETCTBUM €O crTaTheil 19 ®denepanpHoro 3akonHa o127.07.2006
Nel152-@3 «O nepcoHadbHbBIX JAaHHBIX);

BBITIOJIHEHUE TPEeOOBaHMI 110 COCTABY U COJEPKAHUIO OPTaHU3ALMOHHBIX U TEXHUUYECKUX MEp
o obecnevyeHno 6e30MacHOCTH MEPCOHANBHBIX JaHHBIX MPH WX 00paboTke B MH(GOPMAIMOHHBIX
cUCTeMax MEePCOHABHBIX AaHHBIX YTBEepKIEHHBIX [Ipukazom @CTIK Poccun ot 18.02.2013Ne 21
«O0 yTBEepXKJEHHUU COCTaBa U COJEP)KAHUS OPraHU3AlUMOHHBIX U TEXHUYECKHMX Mep IO0
obecrieueHHI0 0E30MAaCHOCTH MEPCOHANBHBIX MaHHBIX MPH UX 00paboTke B MH(POPMAIMOHHBIX
CUCTEMaXx MEePCOHANBHBIX JAHHBIXY;

OIICHKY BpeJa, KOTOpBIH MOXET ObITh MPUUYMHEH CyOBhEKTaM IEePCOHATBHBIX JaHHBIX
B ciydyae HapymeHus DexaepanbHoro 3akoHa Nel52-d3, cooTHOIIEHHE YKa3aHHOTO Bpeda
Y TPUHUMAEMBIX ONEPATOPOM MeEp, HANPABIEHHBIX Ha OOECHeueHUE BBINOJIHEHUSI 005S3aHHOCTEH,
npenycMoTpeHHbIX DenepanbHbIM 3ak0OHOMNe152-D3;

o3HakomiieHne pabotHukoB ['BJIOY, HemocpeacTBEHHO OCYIIECTBIAIOMUX O00pabOTKyY
MEPCOHANBHBIX JIAHHBIX, C TOJOKEHUSIMU 3aKoHojAarenbcTBa  Poccuiickoit  ®Denepanu
O TIEPCOHAIBHBIX JaHHBIX, B TOM 4YHCIE TPEeOOBAaHHSAMH K 3allUTe MEPCOHAIBHBIX JAHHBIX,
JOKYMEHTaMHU, OompenensioimuMu TpeboBanuss KoMurer B OTHOLIEHUH OOpaOOTKH MEPCOHATBHBIX
JTAHHBIX U 00ydeHue, Ipu HeoOXOUMOCTH, YKa3aHHBIX pAOOTHUKOB.

Obecrieyenre 0€30MaCHOCTH EPCOHANBHBIX JaHHBIX JOCTUTAETCS, B YACTHOCTH:

OTpeNeieHueM  yrpo3 H  HapymuTeneld  0e30MacHOCTH  MEpPCOHANBHBIX  JIAHHBIX
pH X 00paboTKe B HHPOPMAIIMOHHBIX CHCTEMAaX MEPCOHANBHBIX TaHHBIX;

ONpE/eJICHUEM YPOBHS  3alIMIIEHHOCTH TEPCOHAJIBHBIX JAHHBIX B  COOTBETCTBUH
¢ TpeboBanusmu I[locranoBnenus IlpaButensctBa Poccuiickoit ®denepanuu ot 01.11.2012 Nell119
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«O0 yTBepkIeHMH TpeOOBaHMH K 3alUTe MEPCOHAIBHBIX MaHHBIX MpU HUX 00paboTke
B MH(OPMAIMOHHBIX CUCTEMAaX IMEPCOHANBHBIX TaHHBIX;

MPUMEHEHHEM IPOUISIIINX B YCTAaHOBJIEHHOM IOPSAIKE IMPOLEAYPY OLEHKH COOTBETCTBHUS
CpEeACTB 3alIUThl HH(pOpPMAIHH;

OILIEHKOH 3(p(PEeKTUBHOCTH MPUHUMAEMBIX MEp MO 3aIIUTE MEPCOHAIBHBIX JaHHBIX J0 BBOJA
B OKCIUTyaTaIMi0 HH()OPMAITMOHHOW CHCTEMBI IEPCOHATBHBIX TaHHBIX;

BOCCTAHOBJICHHEM IE€PCOHATBHBIX JAHHBIX, BCJIEACTBUE MOJYYCHUSI HECAHKIIMOHHMPOBAHHOTO
JOCTYIa K HAM;

YCTAQaHOBJICHMEM TPaBMWJI  JOCTyIa K MEPCOHAJIBHBIM  JaHHBIM, 00pabaThIBAEMbIM
B HMH(OPMAIIMOHHBIX CHUCTEMAax IEPCOHANBHBIX JaHHBIX, a TaKKe OOECIeYeHHEeM pPEeTUCTpAIH
M ydera BCEX [CHCTBHIA, COBEPIIAEMBIX C IEPCOHAIBHBIMU JAaHHBIMH B HH(OPMAIIMOHHBIX
crcTeMax MepCOHAIBHBIX JaHHBIX;

KOHTPOJIEM 32 TIPUHUMAEMBIMU MEPaMH T10 3aIIUTE TIEPCOHANBHBIX JaHHBIX H OTPEACIICHHOTO
YPOBHS 3aIIMIICHHOCTH WH(MOPMAIMOHHBIX CHCTEMaxX MEepCOHANBHBIX JaHHBIX B IIPOIECCe
ee IKCILTyaTaIHH.

5 OCHOBHBIE TPEBOBAHU K TPOHECCAMOBECHEYEHUSI
NH®OPMAIIMOHHOU BE3OIMACHOCTHU

Metouyeckoe pyKOBOJACTBO, pa3pabOTKy pelleHui Mo 3amure HHGopMalum, coriacoBaHue
BBIOOpA CPEJICTB BBIUUCIUTEIBHOW TEXHUKH, MPOTPAMMHBIX U MPOTrpaMMHO-ANNapaTHBIX CPEICTB
3alUThl MH(OPMALMK, OPTaHU3alKI0 paboT MO BBISABIECHUIO BO3MOKHOCTEM U MperyNpekIeHUIO
YTE€YKH W CBOWCTB 3aluiiaeMoi WHGOPMAIHMK, aTTECTalui0 OO0BEKTOB HWHGOPMATH3AINN
OCYHIECTBJISIFOT KOMIIETEHTHBIE CTPYKTypHBIE ntoApaznenenus ['bJ0VY.

dusuyeckasi 0€30MaACHOCTH

[IpunsATHIE OpraHU3alMOHHBIE M TEXHUYECKHME Mepbl Mo 3ammure nomemeHud ['BJIOY,
CEepBEpHOT0 ¥ KOMMYTAIMOHHOTO 00OPYAOBaHHS, aBTOMATHU3UPOBAHHBIX pPabOUYUX MECT
nosp3oBareneit nHpopmannoHHeix cucteM ['BJIOY obecrneunBaroT peann3anyio CIeIyIOIUX Mep
Io:

pasrpanuyeHuto jgoctyna paboTHukoB B momemeHus [BJOY B cooTBercTBHM € HX
MTOJIHOMOYHSIMU U JIOJDKHOCTHBIMH 00513aHHOCTSIMH;

peructpanuu (HakToB BXxoJa paOOTHUKOB B IOMEIICHHMS B KOTOPBIX BeAeTcs oOpaboTka
MEPCOHANIbHBIX JIaHHBIX;

KOHTPOJUPYEMOMY IMPeObIBAHUIO MOCTOPOHHUX JHll B KomHuTeT B mOMelIeHHs, B KOTOPBIX
BenieTcsl 00paboTka MH(OPMAIMK OTPAHUYEHHOTO JOCTYa M pa3MEIeHbl alapaTHble CPeICTBa
MH(OPMALIMOHHON CUCTEMBI,

OpraHHu3aIiy peXruMa KOHTPOJIUPYEMOT0 BHOCA/BBIHOCA CPEACTB 00paboTKH HH(OPMALIHH.

[Momemenus I'BJIOY nomkHbl OBITH 000PYHOBAaHBI JETEKTOpAaMH OTHS W JbIMA,
OTHETYILIHUTENIMH, CUCTEMaMU KOHJMLUMOHUPOBAHMS BO31yXa, CPEACTBAMHU OXPaHHO-TOKAPHOUI
CUTHAJIM3ALUH.

OcHoBHOe cepBepHOe U KomMMyTanmoHHoe obopynoBanue ['BJIOY nomkHO OBITH 3alUIIEHO
OoT mepeboeB B MOAAYE DJICKTPOIHEPTUHU IyTEM MOAKIIOUEHHUS K DJJIEKTPOCETH C MPUMEHEHHEM
HMCTOYHUKOB OecriepeOOMHOTO0 MHUTAaHUS M PE3EPBHOTO JAu3eNb - TeHepatopa. McToO4YHUKH
OecriepeOOHOTO MUTAaHUS HEOOXOJWMO PETYISPHO TECTHPOBATh U MPOBEPSTH YIOTHOMOYEHHBIM
pabotHrkaM 'BJIOY B cOOTBETCTBUU C pEKOMEHAALUSAMH TPOU3BOIUTES.

[lopTaTuBHBIE TEXHMYECKHME CpEACTBA HE JIOJDKHBI  OCTaBaThbCsl 3a  MpeaeiaamMu
KoHTposupyeMoit 3061 'BJIOY Ge3 koHTpoIIst co cToponsl pabotHuKOB I'B/IOY.

Be3zonacHocTs Ha padouemM mecTe
3anpemiaercss BECTH 3allUCh IMapoJieil B OTKPHITOM BHJE Ha MaTepUAbHBIX HOCHTEINS,
3a CKITIOUYEHHEM CITy4aeB, pEriIaMeHTUPOBAHHBIX METO/I0B XPaHCHHSL.



JIOKyMEHTBl ¥ HOCHUTENH C WHGPOpPMAalUEH OTrpaHUYEHHOTO JOCTYNa JOJDKHBI YOWpaTbes
B omnedarbiBaeMbie MecTa (ceddbl, mkader u T.L), mpu yxoae ¢ pabodero MecTa.
Ha aBromarusupoBanHoM pabouem Mecte [lonp3oBarens pabouast ceccus T0JDKHA OBITH MpepBaHa,
paboumii cron 3abmokupoBaH. Bxoa mosb30BaTenss B CHUCTEMY HE JOJIKCH BBITIOTHSITHCS
aBTOMATHYECKH.

JIOKyMEHTBI, cojepKamue WHGOPMAIMIO OTPAHWYCHHOTO JOCTYNa, JOJDKHBI — Cpasy
M3BIMATBCSA W3 TEYaTAloUIMX YCTPOHCTB. s yTwim3anumu KOH(HUASHIMAIBHBIX TOKYMEHTOB,
JOJDKHBI - MICTIOJIB30BAThCSl  YHUYTOXKHUTENIH JOKYMEHTOB HE HIKE 4 YypOBHA MO CTaHIAPTY
0€30MaCHOCTH, IPUMEHIEMOMY K YHUUTOKUTEIISIM IOKyMEHTOB.

[Ipy ucnonab30BaHMM MOOWJIBHBIX TEXHHUYECKMX CpPEJICTB HEO0OXOIMMO COOIII0/IaTh
JOTIOJTHUTEIBHBIE MEpBI 0 PETJaMEHTAllMd W KOHTPOJIO HCIIOJIBb30BAaHUS B HH(POPMALMOHHON
crcTeMe MOOMITBHBIX TEXHUYECKUX CPEJICTB.

Haxoxxnenne mnpeacraBuTeneil IOPUANYECKUX JUI] B PaMKaX HWCIOJNHEHHUS JIOTOBOPHBIX
00s3aTeNbCTB B TOMEIICHUSIX B KOTOPBIX BeJeTcss 00paboTka HHGOpMalUu OrpaHUYEHHOTO
J0CTyna MHPOPMAIIMOHHON CHUCTEMBI, BO3MOXKHO TOJBKO B CONPOBOXKICHWU padoTHMKa KomwureT
JOTIYILIEHHOTO /10 00pabOTKHU Takoi MH(GOpMaLUy.

PasMerienne TEXHWYECKWX CpPEICTB BBIBOJAa HWHPOpManMuM B ToMemeHusx Komwurer
MPOU3BOJIUTCS C YYETOM HCKIIOYEHHUS BO3MOXXKHOCTH BHU3YaIbHOTO TIPOCMOTpa WHGOpPMAIUN
MMOCTOPOHHUMH JIUIIAMU ¥ paOOTHUKAMH, HE JIOMYIIEHHBIM K paboTe ¢ TaHHOH HH(OpMaIHe.

TexHuueckne cpeAcTBa MOJDKHBI pPa3MeNIaTbCcs W XPAaHUThCI TaKUM 00pa3oM, YTOOBI
COKpATHTh BO3MOXHBIN PUCK TIOBPEXKACHUS M YIPO3bl HECAHKITHOHUPOBAHHOTO JIOCTYIIA.

Texnnuyeckoe o0ciy;kuBaHue 000py10BaHUA

Texnnueckue cpencra ['BJIOY mOMKHBI MPOXOAUTH HAa PETYISIPHOM OCHOBE CEPBHCHOE
00cykKMBaHUE B COOTBETCTBUH C PEKOMEHJAIMSIMH MPOU3BOAUTENECH 000pyI0BaHUSL.

PeMoHT u cepBHCHOE 0OCTyXUBaHUE OOOpPYIOBAaHUS JIOJDKHBI BBIMOJHITHCS TOJIBKO
KBIN(UIIMPOBAHHBIMU CHEIIHATUCTAMH.

Texauueckoe 00CITy>)KMBaHUE 000pyIOBaHMS CTOPOHHUMH
OpraHu3aUIMIHEI0DKHOTIPUBOAUTHKPUCKYHAPYIICHUAKOH DU ICHITNAIbHOCTH3AIUIIIaeMO U H(OP
Malluu.

B3anmopaeiicTBue ¢ TPeTHbUMM JIMIAMM

B mensx oGecneuenuss mHpopManuonHoi OeszonacHoctd ['BJIOY npu B3aumoneiicTBum
C TPETHUMHU JIMI[AMHU JIOJLKHO BBITOJIHATD CIEAYIOIINE MEPOTIPUITHUSA 110"

3aKJIIOYCHUIO COTJIAIICHWS O HepasTJalieHud WHOOPMAIMU OTPaHMYEHHOTO JOCTYyIa
MOJIy4YE€HHOU B X0/1€ UCTIOJTHEHHUSI IOTOBOPHBIX 0053aTEIbCTB;

OCYUIIECTBJICHUIO KOHTPOJIS 3a JACUCTBUSIMU NPEACTABUTEIEH KOHTPAreéHTOB B IIpeAesax
KoHTposupyemoii 308b1 ['B/IOY.

YnpasJ/ieHue :KU3HEHHBIM HUKJIOM HH()OPMALMOHHBIX CHCTEM
MepornpusaTus B mpolecce KU3HEeHHOTO nukia nHpopmannoHHbix cucteM ['B/IOY momkHbl

OBLITE HaITpaBJICHBI Ha obecrieucHue 3allUThI
PIH(I)OpM&HHHHpHBBOﬂCBHCﬁCTBHC,BKCHJ'IyaTaI_II/II/I,COHpOBO)K,Z[eHI/II/II/IMOI[CpHI/BaI_[I/II/I, BbBIBOJA nus3
OKCIUTyaTaluu.

OcHoBaHUEM Ipu pa3pa60TI<e I/IHq)OpMaI_II/IOHHLIX CUCTCM MNOJDKHBI SBJIATBCA PCHICHUS
IPUHATBIC HaA CTaJAuu (bOpMI/IpOBaHI/IH Tpe60BaHI/II>'I, COACpIKaAIIUC Tpe6OBaHI/I$I B TOM 4YHCIIC
10 CUCTEMC 3alllUThHI I/IHCI)OpMaI_II/II/I.

Jro0oe IIaHUPYCMOC K BHCAPCHUTIO U3MCHCHUC HH(l)OpM&LIHOHHOfI CHUCTCMBI ITPEABAPUTCIIEHO
JOJIXKHO OBITh poaHaJIn3npPOBAHO Ha COBMECTUMOCTD n OTCYTCTBHC HapyIJ_IeHI/Iﬁ
pa6OTOCHOC06HOCTI/I CUCTCMHBIX KOMIIOHCHTOB B TOM YUCJIC CPCACTB 3alIUThI I/IH(I)OpMaI_II/II/I.

10



PaGoTel mo MonepHH3auMM HH(POPMAIMOHHOW CHCTEMBI, B TOM YHCJIE€ MO YCTAaHOBKE
MIPOrPaMMHOTO OOecTiedeHusl 1 OOHOBJICHUH, TOJDKHBI TPOBOIUTHCS B HEpabouee BpeMsi WIIM BpeMs
HauMEHBIIIeH pabodeil Harpy3Ku.

[Ipu BBIBOJE U3 OKCIUTyaTallid HH(POPMAIMOHHBIX CHCTEM JOJDKHO 00eCreunBaThCs
rapaHTHPOBAHHOE yJalieHHe 00pabaThIBaeMOii U XpaHUMOM B HUX HH(POPMALIUHU C UCTIOJIb30BAaHHUEM
CPEACTB TapaHTUPOBAHHOTO YHHUYTOXCHHS MH(POPMAIUU MU MyTeM (PU3MUYECKOTO YHUYTOKECHUS
HOcHTeNeH HHPOPMAITIH.

Bce mpomemypsl obecneueHust 3ammThl  wHGOpManuu, ycraHoBieHHele B ['BJOY
B OTHOIICHMH WH(POPMAIMOHHBIX CHCTEM, JOJDKHBI BBINOJHATHCS M KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMH JIMIIAMH 32 OPTaHU3ALNI0 PA0OT 1O 3aMUTe HH()OPMAIIHH.

KonTpoJas noctyna k uHpOpManuOHHBIM CHCTEMaM

Bce pabotnuku I'BJIOY, nonymensusie k padore ¢ MH(QOPMALMOHHBIMU CUCTEMAMM HECYT
MEPCOHAIBHYI0O OTBETCTBEHHOCTh 3@ HApYyUIEHHs YCTAaHOBJIEHHOTO TMoOpsijaka 00paboTKu
nH(pOpMaINH.

YpoBeHnb moiaHOMOYMH ToNb30BaTeNst B uHGopmarmonHoi cucreme ['BJIOY nomken
OTPEENATHCSA B COOTBETCTBUU C €r0 JOJLDKHOCTHBIMU 00S3aHHOCTSIMU.

Joctyn nosb3oBateneit k nHpopmanuonasiM cucteMaM ['B/I0OY nomkeH KOHTpOJIUPOBATHCS
aJIMMHHUCTPATOPOM MH(GOPMALIMOHHON CUCTEMBI.

Ocy1iecTBiIeHHE PEryIIpHOTO KOHTPOJIS BBIMOJHEHUS OPraHU3al[MOHHO-PACTIOPSAIUTENbHBIX
JOKYMEHTOB, Kacallluxcs perjamMeHtanuu jnomnycka padotHukoB ['BJIOY k uHpOpMaAMOHHBIM
CHUCTEMaM.

Nnentudukanus u ayreHTUPUKAIHASA

Hoctyn monb3oBaTenell K MHPOPMAIMOHHBIM CHCTEMaM JIOJDKEH MPEIOCTaBISATHCS TOJIBKO
MOCJIE YCIIEITHOTO 3aBepLICHUS UIEHTU(UKALNY, ayTeHTH(PUKAIIUH.

[lonyuenue mnonp30BaTeneM HMEHH B HH(GOPMAIMOHHOM CHCTEME W Mapotisi, KOTOpbIe
o0OecneunBaroT AOCTYN K HHGOOPMALIMOHHON CHCTEME, JTOJKHO OCYIIECTBISATHCS MO MPEACTaBICHUIO
PYKOBOJIUTEINS CTPYKTYPHOTO TOIpa3AeIeHusI.

YupasjieHue 10CTYNOM

B I'BAOY n0omkHO OCYIIECTBIATHCS YIPABJICHHE AOCTYNOM K HHGOPMAIIMOHHOW CHCTEME
MIOCPEJICTBOM pEaTu3alid HEOOXOJAUMBIX METOJOB, THUIIOB W MPaBUJ pa3rpaHUYCHUs JOCTyIa
nojp3oBareisiM uHdopmarmonHo cucrembl ['BJIOY. B Tom uuncne obecnedeH 3allMInEHHBIN
yAaJeHHBIA AO0CTYN CyOBEKTOB JOCTYyNa K OOBbEKTaM JIOCTyNa 4Yepe3 BHEIIHUE WH(GOPMalUOHHO-
TEJIEKOMMYHUKAIIMOHHBIE CETH.

be3onacHocTh Ipu padoTe ¢ HOCUTEJIAMHU MH(OPMAITUT

Pa6ornuku I'BJIOY 1omkHBI HUCHOIB30BaTh TOJBKO YUYTCHHBbIE CHEMHBIC MAIIUHHBIC
HOCUTEIM MH(pOpMAaNUMU IJI1 BBITIOJHEHHS CBOMX JOJDKHOCTHBIX 00s3aHHOCTEH. Mcrmosib3oBaHue
ChEMHBIX MAIIMHHBIX HOcuTesel nHpopmanuu B ' BJIOY B HHBIX LIEIAX CTPOTO 3amlpeIieHo.

CbheMHBIC MAITMHHBIE HOCUTENW HH()OPMAIUU JOJDKHBI XPAHUTCS B ONleYaThIBACMBIX IIKadax,
B MMOMEIIIEHUAX B KOTOPBIX MPeycMOTpeHa 00paboTka nHGOpMaIIUU OTPAaHUYSHHOTO JOCTYTIA.

B cnydae kpakul UIu MOTEPU CHEMHOTO MAIIMHHOTO HOCUTENS WH(POPMAIUH, a TAaKKe MHBIX
WHIIUJCHTOB, KOTOpPhIE MOTYT NPUBECTH K HApYIICHHIO CBONCTB WH(GOpPMAIUU OTPAHHUYEHHOTO
JIOCTYIIA, JOJKHBI IPOBOAUTHCS MEPOIIPUATHUS 110 PACCIEAOBAHUIO TAKUX WHIIUIAECHTOB.

[Ipu BBIBOJE M3 DKCILTyaTallMd ChEMHOTO MAalTMHHOTO HOCUTENs] MH(QOpMAIINH, BCE JaHHBIE,
XpaHsIrecss Ha HeM, JOJDKHBI OBITh yIalleHbl OMpPEENIeHHONW KOMHCCHeH M3 uucia pabOTHHKOB,
CPEICTBOM rapaHTUPOBAHHOTO YHUUTOXKEHUS HHPOPMAIIHH.

@dakT yHUYTOXKEHHS HWH(OpMaMKM HAa CHEMHOM MAIIMHHOM HOCUTENe WHGOpMaIuu
¢bukcupyercs B akTe 00 YHUYTOXKEHHH HWHQPOPMAIIMM CO CHEMHOTO MAIIMHHOTO HOCHUTEINS
uHpOpMaluu.
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Perucrpanus codbITuii

B TI'BJAOY  pgomkHa  OCYHIECTBIATBHCS  PETHCTpallUM  COOBITUHA  ©€30MacHOCTH
Ha BceX KommnoHeHTax wuHpopmanmoHHslx cuctem ['BJIOY, B KkoTophix oOpabaThiBacTcs
3amuiaemasi “H(popmanms.

AHTHBHPYCHAs 3aIUTA

B mensx oOHapyxeHuss W ycTpaHeHHs BpenoHOCHbIX mporpamMM B ['BJIOY  nmomkHsl
MCIIOJIb30BATHCS CPEICTBA AHTUBUPYCHOM 3aIIUTHI HHPOPMAIUH.

O0s13aTenbHOMY KOHTPOJIIO CPEACTBOM AHTHBHPYCHOW 3amIuThl HH(pOpMammu IOJDKHA
nouiexkarh Jo0as wuHbopManus (TeKCToBble (aiiabl JTIOOBIX (opMaToB, (ailiibl JTaHHBIX,
ucrnoJyiHsAeMble (aiiibl), Hojydyaemass M IepegaBaemasl 10 JIOKAIbHOM BBIYMCIUTEIBHON CETH
B TOM YHUCJIE€ U CeTsIM OOIIero MOJb30BaHUS, a Takke HMH(opmauus, XpaHHMas Ha CHEMHBIX
MalIMHHBIX HOCUTEISAX UHPOpMAIIH.

[Ipn ycraHoBKe MpOrpaMMHOIO oOOecreueHusi WIM €ero OOHOBJIEHHS Ha CEBEPHOE
o0opy/noBaHHE JOJ)KHA aBTOMATUYECKU BBINOJIHATHCS IpEeABapUTENbHAs IPOBEPKA JaHHOTO
MIPOrpaMMHOTO OO€eCrieueHusl Ha OTCYTCTBUE BPEAOHOCHOTO IIPOIPaMMHOTO O0eCTIeueHusl.

OO6HoBneHue 0a3 cUrHaTtyp JUlsl CpeAcTBa AHTUBHPYCHOM 3allUThl MHGOPMALMU JOJDKHBI
OOHOBIISITLCS €KETHEBHO.

[Tonws3oBarenu 6e3 paB aMUHHUCTpAToOpa MH(GOPMaIlMOHHOU CHCTEMBI
I'BAOY He nomKHBI UMETh BO3MOXKHOCTH MOJYYEHHS JOCTYNa K KOHPUIYypallud aHTUBHUPYCHOTO
CpEICTBA 3aIIUTHI WIIM €r0 OTKIIIOUEHUS.

KOHTpOJ]b 3AIMIICHHOCTH IEPCOHATBHBIX TAHHBIX

B mensx HMCKITIOYEHHs JKCILTyaTallid YS3BHUMOCTEH MPOTrPaMMHOTO 0OECHeUeHUs TOJKHBI
MPOBOJMUTCS pabOTHl 1O BBIABICHHIO, aHAIW3y YSI3BUMOCTEH WH(POPMAIMOHHONW CHCTEMBI
U ONEpaTHUBHOE YCTPAaHEHHE BHOBbH BBISBJICHHBIX YSI3BUMOCTEH. B TOM umcie opraHu3anms
KOHTPOJISI YCTAaHOBKM OOHOBJIICHHSI TPOTPAMMHOTO OOECIIEYCHHUs] BKIIOYAsl CPEICTB 3allUTHI
nH(popMaIuu.

Hcnonb30BaHne NPpOrpaMMHOro odecrneyeHust

Bri6op mporpammuoro obecrieueHus sl mpou3BOoJACTBeHHBIX HYxA [BJIOY momwken
MIPOU3BOJIUTECS B MPUOPUTETE K OTEYECTBEHHOMY, BHeceHHOro B EauHbIN peecTp poccuiickux
MporpaMM JUIsl DJIEKTPOHHBIX BBIYMCIUTENBHBIX MallMH U 0a3 JaHHBIX. B ciaydae orcyrcTBus
aHasiora B EIMHOM peecTpe pOCCHMCKMX MpOrpamMm Jjisl SJIEKTPOHHBIX BBIYMCIUTENBHBIX MAaIlUH
u 0a3 JaHHBIX JOIMYCKAeTCs HCIOJIb30BaTh IPOTPAMMHOIO OOecleueHue HMIIOPTHOTO
MIPOU3BO/ICTBA.

Hcnoab3oBanue cpeacTB Kpunrorpapuieckoii 3amurbl HHGOpMaUU

Obecneuenne 3auThl HHGOPMAIMK OIPAaHUYEHHOIO JI0CTYNA OT PACKPBITUS, MOIU(PUKALIIH
U HaBs3bIBaHUA (BBOJA JIOKHOM MH(popmanuu) npu ee nepenade (MOJArOTOBKE K Iepenade)
[0 KaHajaM CBS3M, MMEIOLIUM BBIXOJ 3@ HpPEAEibl KOHTPOJUPYEMOI 30HBI oOecreyuBaeTcs
IIPUMEHEHHEM CPEJCTB KPUNTOrpapuuecKoi 3auThl HHPOPMALIUH.

[Ipuobperenne  cpenctB  kpunrtorpadpuueckod  3amutel  uHpopmammu  ['BJOY
OCYLIECTBJISETCA HA OCHOBAHUM JOTOBOPOB U KOHTPAKTOB C JIMLIAMU MMEIOLIUMU JCUCTBYIOLIYIO
muuen3uio @Chb Poccunm Ha ocymiecTBieHHE JAEATENBHOCTH N0 pa3paboTKe, MPOU3BOJCTBY,
pacrpocTpaHeHUI0 MHU(POBATIBHBIX (KpUNTOrpagUUEcKUX) CPenCcTB, WHPOPMALMOHHBIX CHCTEM
U TEeNeKOMMYHHMKALMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCHOJb30BAHHEM IH(POBATBHBIX
(xpunTorpau4eckux) CpeiaCTB, BBIOJHEHHIO pabOT, OKa3aHUIO yCIyr B oOnacTH MmuGpoBaHUS
uHpOpMAIUY, TEXHUYECKOMY OOCIYXHBaHHIO MIM(POBATBHBIX (KPUNTOrpauyecKux) CpeicTB,
MH(OPMAIMOHHBIXCUCTEMHUTEICKOMMYHHUKALMOHHBIXCHCTEM,3aIIUIIEHHBIXCHCITOJIb30BAHHEM
mHU(PPOBATBHBIX (KPUOTOTpapUUECKUX) CPEACTB (32 MCKIIOYEHHUEM Cilydyasi, €CIIM TEXHUYECKOe
oOciy)xuBanue MHQPPOBATBHBIX (KpUNTOrpauuecKux) CpeAcTB, HH(POPMAIMOHHBIX CHUCTEM
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U TEJICKOMMYHHKAI[MOHHBIX CHCTEM, 3alllUIICHHBIX C HCIOJB30BAaHHEM MU} POBATHHBIX
(kpunrorpauecKuX) CpPEACTB, OCYIIECTBISETCS i OOeCnedeHUss COOCTBEHHBIX HYXK]I
FOPUIMYECKOTO JIUIA WIM UHIUBUAYAIBHOTO MPEITPUHUMATEIIS).

B mensx opranmszanuu W oOecniedyeHHMH Tepenayd HWHQPOpPMAIMM [0 KaHajaM CBS3U
C HCIIOJIB30BAHUEM CPEJICTB KpUNTOrpaduueckoi 3amuThl WHOOPMAILMU, & TAKKE BBIMOJHCHUS
nuueH3uoHHblx  TpeboBanuit DOCb Poccum B  I'BJIOY nomxen ObITh coO37aH  OpraH
KpUNTOrpaguuecKoi 3aniuThl.

[Topranbubie pemenus ['BAOY ¢ BO3MOXKHOCTBIO IOCTYyNA C CETEH OOIIEro MOJIb30BAHUSA
JOJDKHBI B TIPUOPHUTETE pa3pabaThiBaThCsA C OpPraHu3alMed 3alluIeHHOTO0 KaHaja IMOCPEICTBOM
npoTtokona TLS ¢ mognepxxkoii anropurmos 'OCT 34.10.

Hcnosb30Banne 3J1eKTPOHHOM MOYTHI

DNeKTpoHHas MouTa JoJhkHaA ucrosb3oBaTthes B ['BJIOY ¢ menpio opranuszaiuum oOMeHa
ANIEKTPOHHBIMU ~ COOOIIEHUSIMU  MEXIy pabOTHUKaMM M CyObeKTaMM HH(OpPMalMOHHON
0€30MacCHOCTH.

[Ipy ncronb30BaHNUU IEKTPOHHOM MOYTHI 3alIpEIIAeTCs:

oOMeH uH(popManmen s c1y>keOHOTo MOJIb30BaHus, a TaKke HHpopMalueld orpaHUYeHHOTO
JIOCTYTIa;

MPEOCTaBJICHNE JIOCTYMA K IEKTPOHHON MOYTE C MCMOJIH30BAHUEM JIAHHBIX CBOCH YYETHOU
3aIUCH TPETHUM JTUIIAM;

MyOJIMKAIUsT CBOETO CIY)KEOHOTO ajpeca 3JICKTPOHHOW IMOYTHI B DJIEKTPOHHBIX KaTayorax,
Ha TIOMCKOBBIX MalllMHaX W JpPYrUX pecypcax ceTh VIHTepHET B MesIX, HE CBS3aHHBIX C
WCTIOJTHEHHEM CBOMX JIOJDKHOCTHBIX 00s13aHHOCTEH;

MOJIUCKA 10 JIEKTPOHHON MOYTE Ha pa3jMyHble PEKIaMHble MaTepHallbl, JIUCTBl PACCBHUIKH,
JIEKTPOHHBIE KYpHAJIbl M T.1., HE CBSI3aHHbIE C BBINOJHEHUEM I10JIb30BATENIEM JIOJIKHOCTHBIX
0053aHHOCTEH;

OTKpBITHE (3allyCK Ha BBITMIOJHEHUE) (ailyioB, TOJYYCHHBIX 110 DJJIEKTPOHHOW TIMOYTE
Wi u3 pecypcoB cetu IHrepHer, 0e3 mpenBapuUTENbHOW TNPOBEPKM HX AHTUBUPYCHBIM
IIPOrpaMMHBIM 00€CTIIEUCHUEM.

Padora B ceTsix 0011€ro M0J1b30BAHUS

I'BJIOY ocraBnsieT 3a co0oi MpaBo OJIOKUPOBATH WM OTPAHUYUBATH JIOCTYIl paOOTHUKAM K
CEeTsIM CBSI3U OOIIEro IMOJIb30BaHMSI, B TOM 4Hciie ceTu MHTepHeT, coaepkaHue KOTOPhIX HE UMEeT
OTHOIICHUSI K UCIIOJHEHHUIO JOJHKHOCTHBIX 00S3aHHOCTEH, a Takke K HH(OPMALMOHHBIM pecypcam,
COJCpKAHMWE W HAIpPABICHHOCTh KOTOPBIX 3alpelleHbl 3aKOHOJATENbCTBOM Poccuiickoit
Oenepanuu.

Nudopmanuss o mnocemaeMbix paboTHukamu Komuter uUHGOPMAIMOHHBIX PECYPCOB
MPOTOKOJIUPYETCS Al  TOCIEAYIONIero aHajliW3a M, OpU HEOOXOIUMOCTH, MOKET ObITh
MpPEACTABJICHA PYKOBOJIUTEISAM CTPYKTYPHBIX MOJPA3ACICHUM, a Takke pykoBoautento Komurer
JUISL KOHTPOJIS.

[Ipu ucnons3zoBanuu cetu MHTEpHET 3anpenieHo:

ncnoab30Bath npegocrasieHusii ['5/I0Y goctyn B ceth UHTEpHET B IMYHBIX LIEIAX;

HCIIOJIb30BAaTh HECAHKIIMOHUPOBAHHBIE MPOTPAMMHBIE U ITPOIPAMMHO-AIIAPATHBIE CPE/ICTBA,
MO3BOJIAIOIINE MMOTYYUTh HECAHKIIMOHUPOBAHHBIN JOCTYN K ceTu HTepHeT;

MyOIMKOBaTh, 3arpykaThb W PAacCIpOCTPaHATh MaTepHallbl COJepXKallhe HEJOCTOBEPHYIO
unpopmanuto o 'bIOY, a Taxxke danscupunuponats cBoit IP-agpec.

Pe3epBHOe KONMUpPOBaHMe M BOCCTAHOBJICHHE TAHHBIX

OcylecTBieHnE pe3epBHOI0 KOMUPOBAHUS JIOJDKHO OCYILECTBIISTHCS IS

uHpopmanuu oOpabaTeiBaeMOil Ha (¢ailloBOM cepBepe U cepBepe NPUIIOKEHUH,
MH(POPMALIMOHHOMN CUCTEMBI,

pabounx MeCT aJJMMHUCTPATOPOB HH(POPMALIMOHHOMN CUCTEMBI.
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YacTtora M peXUM PE3epPBHOTO KONMUPOBAHUS YCTAHABIMBAIOTCSA TaKHUM 0O0pa3oM, YTOOBI
o0ecrneynTh MUHIMAJIBHYIO MIOTEPIO JAHHBIX U ONIEPATUBHOE BOCCTAHOBIICHUE.

Hacrtpoiika pe3epBHOTO KONMHMPOBAaHUS W BOCCTAHOBJICHUS PECYpCOB HMH(DOPMAITMOHHBIX
cucreM ['B/IOY noskHbI TpOBOAUTH yrIoaHOMOYEHHbIE padboTHukH ['B/10O.

PesepBHoe  KkomMpoBaHME JOJDKHO  OCYLIECTBJISTHCS B aBTOMATHYECKOM  PEXHUME
C TNPUMEHEHHEM OTEYECTBEHHOI'O CIIELMAIN3UPOBAHHOTO CpEACTBA PE3EPBHOTO KOINHWPOBAHUS
C JEHCTBYIOIIMM CEpTU(UKATOM COOTBETCTBUS N0 TpeOOBaHUSM 0€30MacHOCTH HH(POPMALUU
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHMUS K ITIPOLECCAMYIIPABJIEHU S
WH®OPMAIIMOHHOM BE3OITACHOCTBIO

MonuTopuHr HHPOPMALIMOHHOM 0€30NACHOCTH

Ha nmocTtosiHHON OCHOBE JOJKEH MPOBOJUTHCS KOMIUIEKCHBINM aHalu3 (PYHKIMOHUPOBAHUS
nH@opmarnmonnoit cuctemsl '6JI0Y 1 Bo3HUKaOMMUX cCOOBITHI HH(DOPMAITMOHHONW 0€3011aCHOCTH.

[Ipouiecc MOHUTOpPHHra CHUCTEMBI OOecredeHHs] MHPOPMAIMOHHON O0€30MacHOCTH JI0JIKEH
BKJIIOUaTh B €0 KOHTPOJIb OPTaHU3ALMOHHBIX M TEXHUYECKUX Mep MO 3allluTe HHPOpMaIuH,
aHaJIM3 MapaMeTpoB KOHPUTYpalluu U HACTPOUKH CPEJICTB 3alUThl HH(OPMAaLIUH.

[Ipn mpoBeneHWH KOHTPOJIBHBIX MEPONPHSTHI, CBSI3aHHBIX C OLIEHKOM peanu3aluu Mep
no 3aumute uHbopmanuu B ['BJIOY, ymonHoMoueHHble PaOOTHHUKH AOJDKHBI IPHIEPKUBATHCS
CJIETYIOIIUX MPUHIUIIOB!

He HapywmaTh QyHKIMoHHpoBaHue nestenbHocTd B0V,

JeCTBOBaTh B COOTBETCTBUU C YTBEP)KIEHHBIMH OpraHU3al[MOHHO-PACHIOPAIUTEIbHBIMU
nokymentamu ['BJIOY no 3amure napopmanuu;

HE CKpBIBATh (DAKTHI BHISIBJICHHBIX COOBITHH MH(OPMAITMOHHOM 0€30MMacHOCTH;

0(QOPMIISATH OTUETHI, OATBEPHKAAIOLINE BBINOIHEHNE MEPONIPUATHIH MO 3aIUTe HH(POPMALIHH.

Wudopmanus, nNoaydeHHass B XOAE IPOBEAEHUS KOHTPOJMPYIOUIMX MEpPONPUATHH
0 JEUCTBUAX, COOBITUAX M IapaMeTpax, MMEIOLIUX OTHOLICHHE K pealu3alud Mep IO 3aliuTe
nHGOpMalUY, TOJDKHA KOHCOJIMIUPOBATbCA M XPAHUTHCS B MECTaX, MCKIIOYAIOIIMX IMOJIydeHHE
K HEW HECaHKIIMOHUPOBAHHOI'O JIOCTYTIA.

MOHUTOPHUHT JIaHHBIX O 3apErMCTPUPOBAHHBIX COOBITUAX MH(OPMALMOHHON 0€30I1aCHOCTH
JOJDKEH MPOBOJIUTHCS, 10 BO3MOXKHOCTH, C MCIIOJIB30BAHMEM CHUCTEMBI MOHUTOPHMHIA MHIIMJECHTOB
MHGOPMALMOHHOM 0€30IaCHOCTH MJIM BCTPOECHHBIX MEXaHM3MOB HACTPOMKH U ayauTa COOBITUH
B IPOrpaMMHBIX M HPOrpaMMHO-alapaTHBIX CPEACTBAX, HCIOJIb3YeMbIX B HH(POPMALMOHHOM
undpacrpykrype 'BOYVY.

Yunpasiaenue puckamu

OmnpeneneHne BHYTPEHHUX TpeOOBaHUM MO 3auure MHGOPMAIMM, JOJDKHBI OCHOBBIBATHCS
Ha pe3yibTaTax IPOBEJICHMs aHajiM3a PUCKOB HapYyLIEHHs OCHOBHBIX CBOWCTB 0€30IacHOCTH
g uadopmannoHHbIX pecypco I'BJIOY.

OCHOBOI OLIEHKM pPHCKOB JOJDKHa OBITh OLIEHKAa YCIOBUH M (PAKTOPOB, KOTOpbIE
MOTYTCTAaThIIPUYMHOWHAPYIICHUSALIETO0CTHOCTH, KOHPU ICHIIMATbHOCTUUJOCTYITHOCTH IE;
nHpopManroHHbIX pecypcoB 'BJIOVY.

PesynpTaToM mpoBeAeHUs aHAlW3a PUCKOB JIOJDKEH ObITh pa3pabOTaHHBIM KOMILJIEKC Mep,
HaIlpaBJIECHHBIX HA CHW)KCHHE BO3MOJKHOIO HETATUBHOIO BIIMSHHUSA HAa OCHOBHYIO IEATEIBHOCTH
I'BIOY npu peanuzanuu Toi WM HHON Yrpo3bl 0e30MacHOCTH HH(pOpMAIMK U 00eCcTIeYMBAIOIIUX B
JambHEeHIeM T0CTaTOYHbIN YPOBEHb 3alMIEHHOCTH HHpopMannoHHeIx cucteMm I'BJIOVY.

YnpasieHue MHIMICHTAMH HHPOPMAIMOHHOH 0e30MaCHOCTH

st oGecrieueHus 3pPEeKTUBHOTO pa3pelieHHsI HHIIMJIEHTOB HH(POPMAIIMOHHOM 0€301acHOCTH
B ['b/IOY, MUHUMHU3aLIMU NIOTEPh Y YMEHBILIEHUSI PUCKA BO3HUKHOBEHUS MOBTOPHBIX MHIUACHTOB
JIOJKHO OCYILECTBIIATHCS YIPABJICHNE HHIIMCHTaMH UH(OPMAIIMOHHON 6€30MacHOCTH.
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Jnst ynpaBieHHss MHIUIACHTAMH HH()OPMAMOHHONH 0€30MacHOCTH JIOJDKHA OBITh cO37aHa
ciry’)k0a MOHHTOPHHTA M PEarupoBaHUs HA WHIUACHTHI MH(POPMAIIMOHHONW 0€301MacHOCTH, KOTOpast
MOCPE/ICTBOM KOMIUIEKCAa CPEICTB M MEPONPHATUH A cOopa W KOHCONMMIAIMU WH(GOpPMAIHU
00 HHOUICHTAaX pPCeIIacT NAHHYIO 3aJaydy. B oTHOmIeHNN KaXI0ro mnpou3omeamero MHIOUACHTA
pabOTHUKaMU M3 CIYXObl MOHHUTOPHHIAa M pPEAarupoBaHUS HA WHIHUACHTH WH(POPMALMOHHOM
0€30MaCHOCTH JIOJDKEH BBITIOIHSTHCS €r0 aHallu3, U pa3paboTka d(GEKTHBHBIX MEP PearupoOBaHUS
Ha [[aHHBIﬁ HMHIUACHT.

AyauT cucTtemMbl o0ecrieyeHns] HHPOPMALMOHHON 0e30NacHOCTH

B mensx onenku Tekyiero ypoBHs uHpopmanuonHoi 6ezonacHocty ['BIOY Ha perynspHoi
OCHOBE JIOJDKEH MPOBOAUTHCS ayAUT HHPOPMAIMOHHONW O€30MIaCHOCTH.

BHyTpeHnHue aynuThl JOJDKHBI BbINOJHATHCS paGoTHukamu ['BJIOY. B uymcino 3anauy,
pelIaeMbIX IIpU MPOBEIEHUN BHYTPEHHUX ayIUTOB NH(POPMAIIMOHHOMN 0€30MacHOCTH, BXOIAT:

cOOp M aHAJINU3 HUCXOJHBIX JAHHBIX OO0 OpraHU3allMOHHONW M (PYHKIMOHAJIBHON CTPYKType
MH(OPMALIMOHHBIX CUCTEM, HEOOXOAUMBIX Ul OLIEHKU COCTOSHUSI CUCTEMBI 3aIlIUThl MHPOpPMAIIHH;

aHAJIN3 YTBEP)KICHHBIX OPraHU3allMOHHO-PACHOPSAUTEIbHBIX JIOKYMEHTOB IO 3allluTe
nH(pOpMalMK Ha MPEAMET UX MOJTHOTHI U A3PPEKTUBHOCTH, a Takke (GOpMUPOBaHHE PEKOMEHIAIINM
0 UX A0pabOTKe WK Pa3pabOTKH HOBBIX;

obocHOBaHME (UHAHCOBOM 3((EKTUBHOCTH BHOBb MPHOOPETAEMBIX CPEICTB  3alUThHI
uHpopmaluu;

MpOBEepKa TMPaBUIBHOCTH BbIOOpa M HACTPOMKM CpPEACTB  3alIUTHl  HMH(OpManuu,
(dbopMHpoBaHHE MPEATOKEHUHN IO UCIIOJIH30BAHUIO UMEIOIIMXCS CPEJCTB 3alUThl HH(OPMAaLUKU IS
TIOBBIIICHUST YPOBHS HAIEKHOCTH B O6e30macHocTr nHpopmarmoHHbx cuctem ['B/0Y;

aHaJIM3 OTYETOB MO MPOM3OLIEAUIMM HMHLIMJEHTAM HWH(POPMALMOHHON Oe30macHOCTH
U IPHUHATBIM MEpPaM 10 UX Pa3pelIeHUIO.

IToBbImEeHNe 0CBEIOMIEHHOCTH PAa0OTHUKOB

B pamkax opraHuzanuM = KOMIUIEKCHOTO MPOTHUBOAEUCTBUSI yrpo3am 0e30macHOCTH
nHpopManuu, wucXomammuM oT paboTHuKoB ['BJIOY nomkHa TOCTOSHHO TOBBIIIATHCS
UX OCBEJIOMJIEHHOCTDH B 00J1aCTH 3aIIMThI HH(OPMALIUH.

[ToBeimenue ocpegomiieHHOCTH paboTHHKOB ['BJIOY ocymecTriseTcs:

1o cymecTByomuM B 'BJIOY opranuzaiimoHHO-pacnopsAUTEILHBIM TIOKYMEHTAM;

o npuMmeHsieMbM B ['B/IOY mepam 3anuTel nHGOpMaLnH;

10 MPAaBUILHOMY HCIIOIB30BAHUIO CPEJICTB 3aLIUTHI HHPOPMAIIUH.

7 3AKIIOYEHHUE

[Ipn u3MeHeHHM JEHCTBYIOIIEro 3akoHojaTenbcTBa Poccuiickoit ®denepanuu B oOnactu
3amuThl MHQOpPMAlMM, a TakXKe OPraHM3alMOHHO-PACTIOPSAUTENbHBIX J0KyMeHToB [BAOY
Hacrosmas [loinTrka U U3MEHEHUsS K HEW NPUMEHSIIOTCS B 4YacTH, HE MPOTUBOpEYalield BHOBb
MPUHATBIM 3aKOHOJATENIbHBIM M MHBIM HOPMAaTUBHBIM aKTaM, a TaKK€ BHYTPEHHUM JOKYMEHTaM
I'bAOY.

Bce TpeGoBaHMs, YCTaHOBIIEHHBIE JACWCTBYIOIIMM 3aKOHOAATENLCTBOM  Poccuiickoii
®enepannu, MOJ3aKOHHBIMU aKTaMH W JIOTOBOPHBIMM OTHOLIEHUsAMH, a Takxke noaxon I'BJAOY
K 00ecreueHn0 COOTBETCTBHUS 3TUM TPEOOBAHHSAM JIOJDKHBI OBITH SIBHBIM 00pa3oM OTMpeAeNieHbI,
JOKYMEHTUPOBAHBI U MOJAJECPKUBATHCS B AKTyAJIbHOM COCTOSIHUM.

I'bIOY B  OpPUOPUTETHOM  HANpABIEHUU  JOJDKEH  pacCMaTpUBATBCS  MEPEXO]
a IpOrpaMMHOTO oOecreyeHrne OTEYECTBEHHOTO MPOU3BOIUTENS, BKIIOUEHHOTO B €IUHBIA PEecTp
POCCHIICKHX MPOrpaMM IS SJIEKTPOHHBIX BBIUMCIUTEIBHBIX MAIIUH U 0a3 JaHHBIX. B ToMm uucie
M0 YacTH CEPBEPHOT0, KOMMYTAllMOHHOTO O0OpYIOBaHUS W MPOTPAMMHO-ANMapaTHBIX CPEACTB,
BKJIIOYEHHBIX B ENMHBIN peecTp pOCCUNCKON paarodIeKTPOHHOM IIPOAYKLIUH.

IlepecmoTp © BHeceHME M3MEHEHMH B HacTosllyr0 [loJIMTHMKY OCYIIECTBISIOTCS

Ha NEPUOJANYECKOIN U BHENIJIAHOBON OCHOBE.
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